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PROFESSIONAL SUMMARY

Cybersecurity engineer with 6+ years of professional experience in security operations, incident response, and detection
engineering. Served on the Trellix SME team supporting Helix, HX, and NX operations across a North American client's 12
business units, acting as the escalation point for incidents generated by the Trellix security stack. Led technical investigations
for incidents originating from Trellix product alerts, determining scope and guiding customer teams through remediation.

WORK EXPERIENCE

Trellix Washington, DC
Cybersecurity Engineer (Contract) September 2023 - March 2026
• Served as the escalation point for incidents across a client's 12 business units, leading technical investigations of alerts

from Trellix Helix, HX, and NX, determining scope, and guiding customer teams through remediation.
• Determined root cause during incident investigations, establishing initial access and how the compromise occurred.
• Acquired forensic images and performed dead-box examinations under documented chain of custody, collecting host,

memory, and network artifacts and building timelines of attacker activity written into investigative findings.
• Performed host, memory, network, and malware analysis during Trellix incident investigations using Volatility, FTK,

EnCase, Velociraptor, Wireshark, Zeek, FLARE VM, and Ghidra as appropriate.
• Helped define customer investigation and response playbooks for Trellix Helix Hyperautomation.
• Implemented and tuned 15+ production detections in Trellix Helix using HX endpoint and NX network telemetry,

combining prebuilt content with custom rules mapped to MITRE ATT&CK.
• Partnered with system owners to onboard and validate 15+ production log sources in Trellix Helix, including application

logs collected through NXLog, SQL Server logs, endpoint telemetry, and cloud sources.
• Maintained the formal Incident Response Plan, runbooks, severity definitions, and knowledge base entries, and

facilitated tabletop exercises with stakeholders.
• Reviewed public and vendor threat reporting for emerging attacker TTPs, mapped behaviors to MITRE ATT&CK, and

applied that threat intelligence to guide threat hunting across SIEM and EDR and drive threat detection updates.
WithSecure, Inc. New York City, NY
Pentesting Intern June 2022 - August 2022
• Contributed to eight team-delivered penetration tests during a security internship, working under manager guidance

alongside other testers.
• Conducted Windows malware research during the WithSecure internship to understand execution techniques and

identify endpoint detection opportunities.
HCL Technologies Pvt. Ltd. Noida, UP, India
Tier 3 SOC Specialist (Multiple Clients) October 2017 - July 2021
• Served as the Tier 3 escalation coordinator during priority incidents in a 24/7 managed-SOC engagement, organizing

client response bridges and guiding investigation, containment, and remediation.
• Built Siemplify SOAR playbooks to automate indicator enrichment, phishing response, and containment workflows while

preserving analyst approval on high-risk actions.
• Authored SPL queries during HCL incident investigations to reconstruct historical activity and test persistence

hypotheses.
• Briefed client CISOs and executive stakeholders during significant incidents on investigation scope, business impact,

current status, and remediation priorities.
• Reviewed recorded alert dispositions and tuned SIEM rules with client teams to reduce recurring false positives.
• Formally mentored Tier 1 and Tier 2 analysts on SOC processes, investigation workflows, security tools, and escalation

handling.



PROJECTS

• Autonomous SOC Triage Agent (Python, FastAPI, Claude API): Built a tool-calling agent for EDR and SIEM alert triage
that selects threat-intel tools under a server-enforced call budget; a deterministic policy engine holds final authority.
Unit tests and a labeled eval set.

• Endpoint Modules Health Check Automation: Built Python automation that streamlined endpoint validation by
automating repetitive checklist steps and reducing manual analyst effort.

PUBLICATIONS

• Prajapati, D., Sohal, S., & Malshetti, S. (2026). AI-powered telemetry in mobile backbone networks: Improving route
stability and performance forecasting. Journal of Intelligent Decision Making and Information Science, 3(3s).
https://doi.org/10.59543/jidmis.v3.951.

• Sohal, S. (2025). Correlating SOC maturity levels with incident response outcomes: An empirical study. International
Journal of Applied Mathematics. https://doi.org/10.12732/ijam.v38i10s.1056.

TECHNOLOGY AND TOOLS

SIEM and Monitoring: Trellix Helix, Splunk, QRadar, Microsoft Sentinel
Endpoint and EDR: Trellix HX, CrowdStrike Falcon, SentinelOne, Microsoft Defender for Endpoint
Network Security: Trellix NX, Trellix PX, Snort
Forensics: Volatility, FTK, EnCase, Velociraptor, Wireshark, Zeek, Ghidra
Identity and Access: Entra ID, Okta, SAML / OAuth 2.0 / OpenID Connect
AWS Security and Automation: AWS, Python, PowerShell, SPL, KQL, Siemplify, hyperautomation

EDUCATION

University of the Cumberlands Williamsburg, KY
Executive Ph.D. in Information Technology, emphasis Artificial Intelligence March 2026 - Present

The University of Maryland, A. James Clark School of Engineering College Park, MD
Master of Engineering in Cybersecurity, GPA: 3.94 May 2023

CERTIFICATIONS

• CompTIA Security+
• ISC2 CC
• Siemplify Certified SOAR Analyst (SCSA)

PROFESSIONAL DEVELOPMENT

• ISC2 CISSP - exam scheduled 2026


